
‘Whole of State’ 
Cyber Security 
Approach – GOAL 4 
ADOPTION OF A CONSISTENT CYBER FRAMEWORK 



Policy and Guidance

As part of the Colorado ‘Whole of State’ Cyber Security Approach we 
need to make sure the same cyber framework is used across all Colorado 
agencies.  That framework can be applied to any size of organization and 
define a common language among cyber teams in the State of Colorado.

Adoption of a consistent framework along with implementation resources 
will align the participating entities in a unified approach to cyber security.

This guidance document will identify: 
 WHAT - chosen framework 
 HOW - method to implement
 WHY - means to validate compliance



WHAT:  Recommend all Colorado agencies 
follow the NIST Cyber Security Framework.

 This framework is very adaptable to entities of all sizes while 
still providing a structured approach to cyber security.

 The framework provides guidance in five areas that cover 
all aspects of a cyber security program

 More information can be found here: 
https://www.nist.gov/cyberframework

https://www.nist.gov/cyberframework


HOW: Recommend following the CIS Top 20 
controls to implement a cyber security 
program.

 The Center for Internet Security (CIS) Top 20 controls is a systematic 
approach to implementing a security program.

 By following the CIS Top 20, your security program will meet the 
requirements of the NIST Cyber Security Framework, as well as many 
other data protection regulations.

 In addition, the CIS Top 20 is broken down into implementation groups, 
assisting organizations with prioritization of funding and efforts.
 Using the implementation groups will allow smaller or underfunded 

organizations still achieve a basic level of cyber security 
https://www.cisecurity.org/white-papers/cis-controls-v-7-1-implementation-
groups/

 More information can be found here: 
https://www.cisecurity.org/controls/cis-controls-list/

https://www.cisecurity.org/white-papers/cis-controls-v-7-1-implementation-groups/
https://www.cisecurity.org/controls/cis-controls-list/


HOW (supplemental): AuditScripts has several 
free resources for cyber programs

 Using the AuditScripts CIS Controls Master Mapping matrix, you can 
trace the CIS control to any number of regulations and compliance 
frameworks

 Implementation of CIS controls will directly relate back to common 
regulations and frameworks, allowing for efficient implementation in 
constrained environments 

 More information can be found here: 
https://www.auditscripts.com/free-resources/critical-security-
controls/

https://www.auditscripts.com/free-resources/critical-security-controls/


WHY: Nationwide Cybersecurity Review 
(NCSR) is an annual requirement for many 
entities

 The Nationwide Cybersecurity Review is a no-cost, anonymous, 
annual self-assessment designed to measure gaps and capabilities 
of state, local, tribal and territorial governments’ cybersecurity 
programs. It is based on the National Institute of Standards and 
Technology Cybersecurity Framework (NIST CSF), is sponsored by the 
Department of Homeland Security (DHS) & the Multi-State 
Information Sharing and Analysis Center® (MS-ISAC®).

 Many entities are required to complete this review annually as part 
of funding requirements

 More information can be found here: https://www.cisecurity.org/ms-
isac/services/ncsr/

https://www.cisecurity.org/ms-isac/services/ncsr/


Bringing it all together

WHAT
•NIST Cyber Security Framework

•Consistent standard among entities
•Thorough approach to a cyber program

HOW

•CIS Top 20 Controls
•Details specific tasks to achieve a effective cyber program
•Adaptable to any entity size
•AuditScripts
•Maps CIS to regulations and compliance frameworks

WHY
•NCSR

•Provides a common cyber program assessment across state entities
•Required for federal grant funding
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